Sonicwall VoIP Setup Guide

1. Go to the Firewall Access Rule Menu and click “Add...” to add a new Rule
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2. Create a LAN -> WAN Rule. (Figure 1) —
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7. Save the new Access Rule and ensure it appears cancel Crente  refiexive rue

above any other catch-all or conflicting rules.

General Settings

8. To ensure the voice traffic is now flowing through the

new rule you created, move your mouse over the
icon. You do not have to click on it. If you configured

SIP Settings

[J enable SIP Transformations

and prioritized the rule correctly (and the phones are

plugged in) you should see some traffic incrementing.
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DSCP Marking Settings

DSCP Marking Action: ~ Explicit v

Explicit DSCP Value: 46 - Expedited Forwarding (EF) v

Permit non-SIP packets on signaling port

SIP Signaling inactivity time out (seconds):

9. Ensure that under the “VolP Settings” tab Consistent

NAT is ENABLED and SIP Transformations are

DISABLED. (As displayed in Figure 5). Phones should be

rebooted if they were connected prior to disabling
SIP Transformations.

SIP Media inactivity time out (seconds):

Figure 5

Additional SIP signaling port (UDP) for transformations (optional):

802.1p Marking Settings

Enable SIP Back-to-Back User Agent (B2BUA) support

802. 1p Marking Action: Explicit +

Explicit 802. 1p Value: 6-Voice (<10ms latency) ¥

Figure 4

SIMPLE METHOD

If you feel that you do not want to perform the above steps and prefer a simpler method. You may change the default “UDP

Connection Inactivity Timeout” for the entire firewall as opposed to only voice traffic to BlueCloud. You would find this setting
under the FIREWALL -> ADVANCED menu. This method is much simpler and perfectly secure. You must ensure that there is no
default catch-all (ANY to ANY) LAN -> WAN rule that overrides this setting.




